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Motivation & Objectives 

• United States (US) Air Force 
Research Laboratory (AFRL) 
funded this survey in order to: 
– Understand the current barriers 

to further adoption of formal 
methods in industry  

– Identify promising mitigations  
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• Survey Objectives 
– Make current the knowledge about barriers. 
– Identify barriers specific to the US aerospace domain.  
– Provide the perspective of “novices.” 
– Identify promising mitigation strategies. 

 
“Formal methods” in this study includes static code analysis, 
model checking, theorem proving, and abstract interpretation 
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Interviewees 

• Surveyed 31 individuals from certification authorities, 
contractors, and customers in the US aerospace domain 

• 14 experts, 9 novices, 5 users, and 3 managers of users 
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NASA US 
Army 

FAA Rockwell 
Collins 

Honeywell Galois Wind 
River 

Boeing Lockheed 
Martin 

Experts 5 5 1 2 1 

Novices 3 1 2 1 2 

Users 4 1 

Managers 
of Users 

2 1 

TOTAL 5 3 1 11 4 2 1 2 2 
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Presentation Notes
Organizations and individuals were selected for the survey based on prior known interest or experience with the use of formal methods in the US aerospace industry.An effort was made to identify individuals from a variety of roles in their organizations with diverse perspectives on formal methods.Interviews were conducted over the phone or in person.
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Results—Use of Formal Methods 

• The use of formal methods has increased in the last 5 years 
 
 
 
 
 
 
 
 

• 84% of survey respondents said the use of formal methods has 
increased or stayed the same 
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“Has the use of formal 
methods in your 
organization increased, 
decreased, or stayed the 
same in the last 5 years?” 

increased 
58% 

(18/31) 

stayed the 
same 
26% 

(8/31) 

decreased 
6% (2/31) 

unsure 
10% 

(3/31) 
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Results—Barriers  

• Received 120 responses to the question “What do you see as 
the current barriers to the industrial adoption of formal 
methods (especially in your organization)?”  

5 Approved for public release. Case number 88ABW-2013-3892. 

Presenter
Presentation Notes
This question was open-ended.Individuals can have more than one comment per category, e.g., 20 people were responsible for the 27 education comments.3 of the 5 individuals who reported “Tools are not user-friendly” cited no other barriers!The Industrial Environment Category includes non-technical barriers with respect to personnel changes, contracts, and project schedules. The Engineering Category includes technical barriers to the use of formal methods that result from the manner in which projects are executed and how industrial problems are solved. ***************EducationNeed general education on formal methods. (7)Need formal methods experts. (6)Need training on the application of formal analysis. (6)Need training on evaluating formal methods artifacts for certification. (3)ToolsNot user-friendly. (5)Not integrated with each other. (4)Not compatible with development tools. (3)Not sufficiently automated. (3)Industrial EnvironmentFormal analysis takes too long to fit into project timeline. (3)EngineeringUncertain requirements. (4)CertificationNo certification credit for formal methods. (4)Certification authorities are reluctant to change. (3)MisconceptionsSkepticism about formal methods, sometimes due to past failures. (3)Too much emphasis on the theory rather than the application. (3)ScalabilityNeed a means to scale the approach. (7)Evidence of BenefitsDecision makers do not see the advantage over testing. (7)CostFormal analysis is too expensive or too risky. (5)
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Barriers by Expertise 
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Education: 12 expert comments, 10 novice comments, 2 user comments, 3 manager commentsNote: Novices less concerned about tools, more about misconceptionsNote: Users and managers not concerned about the industrial environment
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Results—Mitigations  

• Received 76 responses to the question “Do you have any 
suggestions for removing [the barriers you mentioned]?”  
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Presenter
Presentation Notes
Education: Include formal methods in undergraduate education. (4)Tool Integration: Emphasis on translation between tools. Then one can choose the right tool with the right strengths for the job. (1)The opportunity for the most impact is for modeling tool vendors to embed FM. (1)Evidence of BenefitsInsist that formal methods tools be applied to industrial-sized examples and disseminate those examples, including the cost and benefits data. (2)Highlight products that were fielded with defects that could have been caught with formal methods. (1)Tool Capabilities: Develop tools for composability to model and analyze system architectures. (1)Tool Usability: System-level tools and frameworks to help guide engineers on what needs to be done where. (1)Requiring Formal Methods: Require the use of formal methods on new contracts. (4)Certification Concerns: Certification authorities giving credit toward certification for the use of formal methods, or even requiring its use. (3)Five individuals reported “Tools are not user-friendly” as a barrier.Three of these individuals listed no other barriers.Mitigations suggested by these five individuals included the following:Work with teams on tool reviews to encourage the use of formal methods.Coding standard with compliance checkers.Model checking the language people like to use in an automated fashion.Make tools easier to use. This is a difficult problem.
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Comparison with Prior Work and New Insights 

• Our survey confirmed that several previously known barriers 
are still issues:  
– tools are not user-friendly 
– need for automation and scalability of tools  
– lack of evidence to support adoption decisions 
– skills deficiencies 

 

• Lack of evidence on the reduced cost for second and 
subsequent use of formal methods is not a barrier.  
 

• The need for education was the most frequently cited barrier; 
this was not emphasized in prior surveys.  
 

• Non-technical barriers regarding project timelines and 
personnel changes are significant. 
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Presentation Notes
Prior Surveys:S. Austin and G. Parkin, "Formal Methods: A survey," National Physical Laboratory, Teddington, Middlesex, UK, 1993.D. Craigen, S. Gerhart and T. Ralston, An International Survey of Industrial Applications of Formal Methods (2 volumes), U.S. National Institute of Standards and Technology, Computer Systems Laboratory, 1993. E. M. Clarke and J. M. Wing, "Formal Methods: State of the Art and Future Directions," ACM Computing Surveys, vol. 28, pp. 626-643, 1996.J. Woodcock, P. G. Larsen, J. Bicarregui and J. Fitzgerald, "The Industrial Application of Formal Methods: an International Survey," [Online]. Available: http://fmsurvey.org/. [Accessed June 2012].J. C. Bicarregui, P. G. Fitzgerald, P. G. Larsen and J. C. P. Woodcock, "Industrial Practice in Formal Methods: A Review," in FM 2009: Formal Methods, Eindhoven, The Netherlands, Springer, 2009, pp. 810-813.J. Woodcock, P. G. Larsen, J. Bicarregui and J. Fitzgerald, "Formal Methods: Practice and experience," ACM Computing Surveys, vol. 41, no. 4, pp. 1-40, October 2009. J. Krieker, A. Tarlecki, M. Y. Vardi and R. Wilhelm, "Modeling, Analysis, and Verification - The Formal Methods Manifesto 2010," in Dagstuhl Manifestos 1, Schloss Dagstuhl, Germany, 2011.
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Barriers Unique to the US Aerospace Domain 

• No certification credit for formal methods.  
• Certification authorities are reluctant to change.  
• Need training on evaluating formal methods artifacts for 

certification.  
• Certification authorities are not familiar with FM techniques or 

their benefits.  
• Tool qualification of formal methods tools is uncertain.  
• International certification authorities must agree on certification 

credit for FM.  
• Uncertainty regarding whether certification based on formal 

analysis will stand up in court.  
• US export control laws on technical data can make it difficult to 

collaborate internationally.  
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Summary: Education 

• A major theme is the need to train the current workforce.  
 

• Decision makers need to know what formal analysis is and its 
benefits.  
 

• Three levels of education need to be addressed: general 
awareness, users, and experts. 
 

• Suggested strategies for addressing Education Barriers: 
– Make formal methods part of the undergraduate software 

engineering curriculum 
– Host courses in formal methods for working engineers. 
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Summary: Tools 

• Last 5-10 years have seen a great improvement in both 
performance and the complexity that can be handled. 
 

• Most research dollars continue to be invested in improving the 
scalability and the types of problems the tools can handle. 
 

• Significant issues remain that are not being funded: 
– outdated user interfaces 
– lack of integration between formal methods tools 
– lack of integration with other tools in the development process  

 
• Suggested strategies for addressing Tools Barriers: 

– Fund the integration of tools. 
– Fund improvements to tool interfaces. 
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Summary: Customer/Executive Support 

• Many barriers remain with respect to the industrial 
environment, the way projects are currently executed, 
certification concerns, and the cost of formal methods.  
 

• Most of these barriers can be overcome by a top-level decision 
to use formal methods.  
 

• Encourage the use of formal methods on future contracts via 
– Customer requirements 
– Credit toward certification (DO-178C) 
– Creating and disseminating evidence of benefits  
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